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Introduction 
 
This document explains how to configure a web-based provision service for Symbian mobile VPN clients when using 
Microsoft Windows Server 2008 R2 [3] as Secure Gateway. 
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Abbreviations and definitions 
 

IIS Microsoft Internet information service 
CA Certificate authority 
SGW Secure Gateway 
SOA Service Oriented Architecture 
URI Uniform Resource Identifier 

 
 



Overview 
 
 
The web-based mobile VPN is a distributed, SOA-based application. When a Symbian device requests for the 
AWS/AgileVPNProvisionService internet service installed on a corporate site, the service provider responds by sending 
the policy, CA, and user certificate over the internet.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
Picture 1. Web-based provision system for Symbian mobile VPN client
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Environment configuration 
 
For instructions on setting up the infrastructure, see document [1]. The main components are shown in picture 1.  
You need two servers: Web server [4] and Certificate server. You can use a standalone Windows server, or an active 
directory based on a more sophisticated infrastructure model, where services are distributed across an organisation. 
The system works in any domain model. You do not need to modify the current domain setup.



 

Service installation 
 

1. Extract the service package content to the website under the AWS application.  
2. Configure the web server to require SSL and basic authentication.  
3. Configure impersonation to give the impersonated user the rights to read and issue certificates. The easiest 

way is to create a new user to a domain, and grant membership to the Domain Admins group. See [4] for 
instructions. 

 



 

Service configuration 
 
You need to configure two files in the App_Data directory: 
 

 AgileVPN.pol policy file template. You can modify it as described in [2], or use it with the default value. The 
service logic updates the gateway address and certificate-related parameters automatically. 

 
 Config.xml configuration file. Enter all the needed domain server addresses as follows: 

o If SGW is not on the same computer with the web server, the sgw key must have the dns name and 
address of SGW as attributes.  

o If the certificate server is not on the same computer with SGW, enter the dns name of the computer 
where the certificate service is running as the key certificateServer. It is preferred that the certificate 
service and SGW are on the same computer.  

o If the name of the server authentication certificate is different from the dns name of the sgw, enter 
the name of the certificate as the name of the serverAuthCertificate key. It is preferred that the server 
authentication certificate has the same name as the SGW computer dns [1]. 

 

The Config.xml file example is shown below: 

<?xml version="1.0"?> 

<configuration> 

  <sgw name="sgw_name.domain.com" address="1.1.1.0"/> 

  <certificateServer name=""/> 

  <serverAuthCertificate name=""/> 

</configuration>Client configuration 

 
 
The example presents this computer hierarchy: 

 The web server is running on a different computer than SGW. 
 SGW is running on a computer sgw_name.domain.com, the IP address of which is 1.1.1.0. 
 The certificate service is on the same computer as SGW, and the authentication certificate for SGW has the 

same name as the computer dns.



 

Mobile device configuration 
 
 
Pre-requisites for the mobile device 
 

 Symbian ^3 operating system 
 Mobile VPN application 
 Internet connectivity 

 

Configuration 

1. Open the VPN Management application. 
2. Set the public address of the web server where the associated service is deployed. 
3. Set the destination for the network connection. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Picture 2. Configuring mobile VPN policy server settings 
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