Cisco SysTEMS

DEPLOYMENT OF NOKIA E SERIES WITH ISR’S

Introduction:

This document explains the configuration of Cisco ISR for use with Nokia Mobile VPN
Client. It is assumed that the Cisco ISRs basic configuration is in place. These
configurations are any network related configurations, such as inside and outside
interface assignments, IP address configuration, hostname, domain, default routes and so
on. For this document, Cisco 3845 ISR has been used with E71/E66 phones. The
configuration is shown using Cisco command line interface (CLIs).

This deployment guide has two main parts:
-Part I: Discusses the configuration required on ISR’s.
-Part 11: Discusses step by step installation and management of VPN settings on Phone

including: .vpn policy creation, VPN Settings, VPN Connectivity etc.

Part I: ISR Configurations

Following are the steps to configure the Easy VPN to work with Nokia E series phone.
This configuration shows deployment with and without x-auth and performs
authentication based on PKCS 12 certificates from Microsoft CA. Also this assumes no
split-tunnel and assumes that the “OU” or department field in the certificate has the
keyword “phonepki”, ant it is matched in the isakmp profile “phonepki” defined on step 6
with the certificate map “phonepki-map”. This is optional, and is needed when you want
multiple profiles in the same server and want to match based on “OU”/Department name.
Otherwise it is possible to remove it.

Note: Replace the highlighted parenthesis (shown as <description>) with the values
suggested within the parenthesis.

Stepl) Defining AAA settings:
This step is used to define the Authentication, Authorization and Accounting settings.

aaa new-model
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aaa group server radius EzVPN

server-private <ip address of aaa server> auth-port <port no.> acct-port <port no.> key
7 <password> ip radius source-interface Loopbackl

aaa authentication login easyVPN local group EzZVPN

aaa authorization network easyVPN local group EzVPN

Step2) Define the PKI trustpoint:

This section defines certificate related configurations including the certificate server to be
used.

crypto pki trustpoint <any name e.g. ca>

enrollment mode ra

enrollment url http://<url for CA server, tested with Microsoft CA server for e.g.
http://ca.cisco.com:80/certsrv/mscep/mscep.dll>

serial-number
ip-address none
revocation-check none

Step 3) To get a root certificate and device certificate from the CA
Since this makes sure router uses SCEP enrollment process, we need Microsoft Ca with
SCEP Client.

crypto pki authenticate <CA server name>
crypto pki enroll <CA server name>

Step 4) Defining a map (Optional)

This steps defines pki maps which is required only if multiple profiles are being used.
This is optional, and is needed when you want multiple profiles in the same server and
want to match based on “OU”/Department name. Otherwise it is possible to remove it.
However for scalability it is recommended to use the below cli’s.

crypto pki certificate map phonepki-map 10
subject-name co phonepki

Step 5) ISAKMP policy:
These steps define the ISAKMP policy and settings.

crypto isakmp policy 2

encr 3des

group 2

crypto isakmp keepalive 50
crypto isakmp nat keepalive 50
crypto isakmp xauth timeout 90
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Step 6) Pool from which ipaddress to client is assigned.

ip local pool easyvpn-pool <10.xX.XxX.3 10.XX.XXX.XXX>

Step 7) Defining the mode-config parameters:
These steps define the parameters that an easy vpn client receives from the server.

crypto isakmp client configuration group phonepki
dns <dns server name>

domain <domain name>

pool easyvpn-pool

Step 8) Defining isakmp profile:

This steps defines an isakmp profile which links the CA server, Maps, AAA settings,
mode config parameters defined above together in a single profile.

crypto isakmp profile phonepki
ca trust-point <any name defined in step 2 above e.g. ca>
match identity group phonepki
match certificate phonepki-map (if defined on step 3)
client authentication list easyVPN (optional required only for xauth)
isakmp authorization list easyVPN
client configuration address respond
virtual-template 6

Step 9) Defining Trasnform set.
This defines the ipsec settings.

crypto ipsec transform-set t1 esp-3des esp-sha-hmac

Step 10) Defining ipsec profile
This profiled links all possible transform sets under a single profile.

crypto ipsec profile stealth
set transform-set t1

Step 11) Defining virtual template
This associates the physical interface with the virtual interface and also applies ipsec
profile to this virtual interface.

Interface Virtual-Template6 type tunnel
3

Cisco Confidential
Copyright 2008 Cisco Systems, Inc. All rights reserved.



ip unnumbered <WAN interface e.g. Loopbackl or Fa4 etc>

ip mtu 1400

ip tcp adjust-mss 1200

tunnel mode ipsec ipv4

tunnel path-mtu-discovery

tunnel protection ipsec profile stealth

Note if we use loopback 1 as our WAN interface above

interface Loopbackl
ip address <Routable wan IP> <Mask>

end
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Part I1: Nokia E71 manual step by step process of VPN Certificate setup

The E71 phone has to be activated and associated with a phone number. The Internet
access is operational.

1. Install “Nokia PC Suite on your PC” — from CD.

2. Upgrade your Nokil E71 software if needed. Use “Nokia PC suite” to upgrade the
SW, connecting USB or Bluetooth or Infrared.

# HNokia PC Suite

File Web Settings Help

= e
Ll Y @ -4
D B =
s @ ¥

Update phone software

Check online for the latest phone
software updates, Note: The service
is available for a limited number of
phone models only.
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3. Reguest a certificate for the phone from RA-CA-SERVER - http://<ip of CA
server>/certsrv

2l Microsoft Certificate Services - Microsoft Internet Explorer

Eile Edt Wiew Favorkes Teols  Help

Qe - - ¥ B @b Oseach Spraones €

address | €] httpiifbota-cajcartsrvjcertrams.asp ~| B

Advanced Certificate Request

Identifying Information:
Marne: |Mnb\|e E71 Cettificate
E-Mail: |p1hakure@clscu com

Company: |C|3cu Systems Inc.

Department: [phonepki

City: [San Jose
State: |Ca

Country/Region: |L!

Type of Certificate Needed:

Client Authentication Certificate |+

@

Key Options:

@ Create new key set (O Use existing key set

CSP: | Microsoft Enhanced Cryptographic Provider v1.0 v
Key Usage: O Exchange O Signature @ Bath

Key Size: [1024 J h’;";;:mg:: (comman key sizes: 512 1024 2048 4008 5102 16354 )

@ Automatic key container name O User specified key container name
Mark keys as exportable
O Export keys ta file
[CJEnable strong private key protection
[[IStare certificate in the local computer cerificate store
Stores the centificate In the local computer store
instead of in the user's centificate store. Does not
install the root CA's centificate. You must be an

administrator o generate or use & key in the local
machine store.

Additional Options:
Request Format: @ CWIC  OPKCS10

Hash Algorithm: | SHA-1 +

Only used to sigh raquest

[ISave request to a fils

Attributes:

€] Done

% Local intranet:

Note the department field above is the same as defined in the configuration of the ISR i.e.
phonepki.
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4. Install the Certificate

a Hicrosoft Certificate Services - Microsoft Internet Explorer

Gl Edt Vew Favoites Taok Hep

0w 0 HEG P @350 HS

hddress. @ httpetf171.71,86. 02/ ertsrvfcertfrsh.zsp

vBo "

Certificate Issued

The certficate vou requested was iscued tc you

Instal this cerificate

Potential Scripting Yiolation

£\ Teoses oo fi U usted Web s o updete your ceficates 5. secuy sk, The Webie coulntal certfcates youdo ot
us,whic ouldalow progranstat yu kst torun n this copter and e acees e you e,

20 youwank s progam o add the cetfictes now? Clk Vs F you st this Webste Otherwse, ik o,

Olr\hema
sttt BWECE B Fe i
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5. Export the certificate:

Click Yes on “Export the private keys”

Check the box “Include all the certificates in the certification path if possible”
Type a password - “password”

Provide a name for the certificate — “Mobile E71 Certificate.p12”

Complete the export. The certicate is being exported to the desktop.

a Microsoft Certificate Services - Micrasoft Internet Explorer

Fle Edt Vew Favaites Took Hep m‘f
@Batk = \‘) B @ (h pﬁeavch *Favantes 8 @v ; [+ ] L;J ﬁ .ﬂ
Address ‘a hieps f171,71.86,102certsrvfcertmpn.asp v‘ Ga Links ®

Microsoft Certficate

Certificate Installed

Your new certificate has been successfully installed

Internet Options

Genstal| Seouy| Fivaey | Cortert Comestons | Frograns| Advanced

Contert Advisor

Ratings help you cantrol the Intemed content that can be
viewed on this computer.

Sellings.

Certficates

% Use certficates to positively identfy yoursel, ceriication
@l authorties, and publishers.

[ cearssL 9t | [ Cotfoss. | [ Publshers. | | Iterckdpurpuses [ aal>

Certificates

Persond inomneton Personal | Cther Pecpe | Intermedite Caticaton uthontes | Trsted Roo Cetficatior ¢
n,  AutoComplete stoes previous enties Issued To Issued By Expiratio.,.  Friendy Name
andsuggests iches foyou Elpsec cort RA-CASERVER S <hone> Certificate Biport Wizand
Mnh\\e Certfor Mlan  RA-CA-SERVER 292009 <hone>
Elvbisericet  RaCASERER BROR0  chone> Fileto Export
Micrasaft Profle Assistant stoes your Wy Profs.. [Eebie £71 Cortficate. RA-CASERVER. B39 <Mores Specify the name of the e you want ko export

File name:

H Browse... J

Certificate intended purpases

Advanced. .,

Client Authentication, Secure Emai, Encrypting File System

Close

:é] Done 0 Infernet

T ewFCE:Be oo lF g w4 B
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6. Create a VPN policy using “Nokia Mobile VPN Client Policy Tool”

B Nokia Mobile ¥PN Client Policy Tool = ]I
File  Wiew  Help NOKILA

General Information Certificate Autharity
Policy name |F'alag'NF'N | Farmat | BIM v |
VPN gateway address |<vpn-gatewayipaddres&> | Data |E:\F‘mgram Filez\MaokiatMokia Mohile"-fl E]
IKE
IKE made (K51 main ertficate [user1.cer |

Authentication method G54 SIGHATILIRES Prisate ke | -1 key |

Identity type | FECEZ2 MAKE Subigct DM zuffi | |

| dentity value [pthaknre@cisco.com | RFCE22MAME [FRDN | |

Remate ID type

Remote D | | b
et | et C:\Program Files\Nokia\Nokia Mobile | . ]
WP file | || -

Generate VPN Policy ]

Step 7) Configuring advanced wizard.

Note you may also go to view->advanced wizard and generate an isakmp and ipsec
policies as configured on the ISR’s. Below are the settings made in advanced wizard
view for both ISAKMP and IPSEC.
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E_ MNokia Mobile ¥PH Client Policy Tool %
File  “iew Help NOK LA

Fdniamation Falicy Infarmation
= IPzec o
a m Mame |F'arag VPN
Lo wphE_1
= Selectars Werzsion (1.0 |
o remate .
- self defined e RE]
- zelf defined
IKE
Certificates
|zzuer name | |
Contact info | |

Generate WVPM Policy
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B Nokia Mobile VPN

File  “iew Help

Client Policy Tool

- Certificates

Generate WVPM Policy

Perfect Fonward Secrecy
Hard lifetime add time
Hard litetime uze time
Soft lifetime add time

Soft lifetime use time

Feplay windaow length

NOKILA
Information
= IPsec |IPsec 54 Parameters
= SE.II Encmyphion algarithm | 3DES R,
o remote Hash algorthm | SHA1 w
- self defined
‘o zelf defined Femote identity |0 0.0
- IKE

) ON ) OFF
300 3| seconds

3600 A| zeconds

-
éﬁ_ﬁ zeconds
3800 % | seconds
T

.

[ Local port specific
[] Protacal specific
Source specific

[] Remate part specific
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E_ MNokia Mobile ¥PH Client Policy Tool 1
File  “iew Help NOK LA

- Information
o IPssc IPsec Selector Parameters
& Shs Type |lem0te V|
Lo wphE_1
= Selectors sileell) |
R oot Addiess (0.0.0.0 |
- self defined
- zelf defined M etrask |D.D.D.D |
IKE
IPsec SA | wprb_1 W |

Certificates

Generate WVPM Policy
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E_ MNokia Mobile ¥PH Client Policy Tool I|
NOKLA

File  “iew Help
- Information
o IPssc IPsec Selector Parameters
= Shs Type | self defined v
weowpnB_T .
- Selectars sileell) ||nb0und il
rente Address |
|f defined
- zelf defined M etrask |
IKE
IPzec 54,

Certificates

Generate WVPM Policy
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E_ MNokia Mobile ¥PH Client Policy Tool I|
NOKLA

File  “iew Help
- Information
= IPsec IPsec Selector Parameters
s Type | self defined v
wewpnb1
& Selectors Selector |0Ulb0und ={}
remnte_ Address |
- self defined
o Metmask |
IKE
IPzec 54,

Certificates

Generate WVPM Policy
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E_ MNokia Mobile ¥PH Client Policy Tool
File  “iew Help

Fropozalz
Certificates

Identity type | RFCB22_NAME

MNOKLA
- Infarmation — RS
= IPsec General ||KE\.-"| | I[KEw2 | PSK || CRACK |
[=- 54z General IKE Parameters
o ewpnb_T | e
[=- Selectars IKE mode |
RO Authentication method | S8 SIGMATURES
- self defined
o gelf defined YPM gateway address |<vpn-gatewayipaddless>
=

Identity value |pthakore@ci$cu.cnm

DMS zerver IP address |

Send notification | TRUE w
Perfect forward secrecy

Initial contact ﬁUE hd

uils

Use internal addressing | FALSE w

DPD heatbeat (20 4| cononds

.

MAT keepalive (200 2| seconds

-

[T
=]

¥
o

4

Fiekeying threshald
ESF UDF part

i

Cert stare | DEVICE b

Generate WVPM Policy
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E_ MNokia Mobile ¥PH Client Policy Tool
File  “iew Help

- Information
= IPzec
[=- 54z
weowpnB_T
- Selectars
o remate
- self defined
o gelf defined
=- IKE
Fropozalz
Certificates

Generate WVPM Policy

| General | KEV1 [IKEv2 | PSK | CRACK

IKE%1 Parameters

Respander lifetime | TRUE 4

Send certificate | TRUE
IPsec expire |TRUE

:

Replay status |_F.~'-\LSE W

Uze mode config | TRUE  w

Usze NAT probe | FALSE »
Usze commit bit | FALSE  »

Uze=AUTH |FALSE v
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E_ MNokia Mobile ¥PH Client Policy Tool

File  “iew Help NOKILA
Irf Li
= I;SD;rCna on |KE Fropozal Parameters
= Shs Encryption algorithm |3DES-EBE vi
< wpnb_1 e
= Selectors Hash algorithm lSH."—ﬂ v|
- remate :
- self defined OAKLEY group | MODP_1024 v|
= IKE el deined Pseudo random function | Same as used in hash slgorithn |
= Proposals Lifetime in kbytes i_EI—|$J
R SDES-CRC ———
- Cerificates Litetime in seconds !85400 A

Generate WVPM Policy

8. Use “Nokia PC suite” to connect the phone to PC with USB or Bluetooth.
- Copy the “TEST11.vpn” policy to any of the folders of the E71.
- Copy the new VPN client mVVPN_S60 _v3 1 080826.sisx to the same directory.
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n Others El[@fg\
#

file Edt View Favortes Tools Help
Qe - © - (T /,-"Search ([ Foiders | [127]-
Address \C) Nakia Phone ErowseriMakia E7LiMemary CardiOthers v 1 e Go

a @

mWPN_560_w3_1_  TESTil.vpn TEST3.vpn
080826 5isx

Folders
) 2 Plamen on 'csm-scz-c1-1-w' (1) ~
) 2% predeltc on 'sicS-netappl Lb' (02}
) 2% Cf on RA-CA-SERVER (ra-ca-server) [Q:)

) 22 diacobac on sic-fsliusers-d (R:)
® 2% Csm on ‘priedeltc-w2k02 (5:)
# 3% iTool on 'machu-pclshare' (T:)
E 2% Cf on'‘predeltc-wnp0z’ (L) —_
# 5% predelc-wxp on 'Predeltc-w2knz (v:) 3,_/
[ 2 MyDocuments on 'predeltc-wpD3' (W)
B 3% Cf on ‘predelc-wxp' (X:)
& 2 Temp on hycho-wxp0l' (v:)
& 2 predeltc on 'Sicfsliusers-p' (Z:)
& [ Control Panel
= m MokiaE71
= 9 emory card
® @ Phone memory
18 Mokia E71 on Local
= 3 Mokia Phone Browser
= & MNoldaE7L
=) % Phone memory (C:)
= 3 paTA
# ) {s6de788c-2956-11db-9562d-00s(
@ () activenotes
® (23 Document its
@ ) Games
@ ) MAGES
# () Installs
(3 inkellisync
HDm
# (3 MaiForExchange
# () Nokia
[# () others
# () Sounds
® [ system
® (3 VIDEOS
= B Memory Card (E:)
[# () Activenotes

(& crmies
® () DATA
(2 Dacuments
() Images
® [ Music Downloads
@ 3 Nokia
# ([ Others
® [ Sounds
& (2 videos
4 Contacts
& & Messages
® 2} My Documents
@ % My Metwork Places
# Recycle Bin
D an
< >
3 objects Memary Card, free: 1,67 GB, total; 1,90 GB: i NokiaE71

[l

9. Disconnnect the phone from USB.

10. Go to E71 - Menu->Office->File Manager and find the new VPN client. Click &
Install it.

11. Go to Menu->Office->File Manager and find the new VPN policy. Click & Install
it. Provide the P12 password (step 5) and then a phone store password (new password
- no less then 6 chars).

12. Go to Menu->Settings->General->Security->Certificate Management->Authority
Certiticates and makes sure RA-CA-SERVER certificate is installed.

13. Go to Menu->Settings->General->Security->Certificate Management->Phone
Certificate and make sure Mobile E71 Certificate.p12 is installed.
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14. If the idea is to use Access point for data instead of the Service provider network
go to Menu-Tools-Settings-Conncection-AP-> Add a new AP and its corresponding
security settings.

15. Go to Menu->Settings->Connection->VPN->VPN Management->VPN Policies-
TEST11-Make sure “Certificate Status” is OK.

16. Go to Menu->Settings->Connection->VPN->VPN Access Points->Define a
policy “Cisco VPN”->VPN Policy (associate with TEST11).
The new (VPN) access point policy should look like:

Connection name — “Cisco VPN”

VPN Policy — “TEST11”

Internet Access point — (Service Provider Data Network/ (Access point defined in
Step 14)

Proxy Server address — no

Proxy port number — 80

17. Launch a browser and use the the vpn access point configured above and make
sure you can access corporate resources.
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