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Introduction

Purpose of this document

Nokia Mobile VPN Client Policy Tool is used to generate VPN policy files (*.vpn). Generated VPN policy files can be
transferred to an end device and installed by Nokia Mobile VPN client. See [MVPN_USER_GUIDE] for more details.

Users can create policy files from scratch or use predefined templates provided by the tool. In addition, the tool can be
used to modify existing policies by loading pol-files or vpn-files.

All the parameters provided by the tool are specified in [POLICY_SPEC].

References
[POLICY_SPEC] Nokia Mobile VPN Policy Specification
[.NET_FRAMEWORK] http://msdn.microsoft.com/en-us/netframework/default.aspx
[MVPN_USER_GUIDE] Nokia Mobile VPN Client User’s Guide

Abbreviations and definitions

AES Advanced Encryption Standard, known also as Rijndael: symmetric
cryptography chipper

AKA Authentication and Key Agreement: EAP mechanism for authentication
and session key distribution

CA Certificate Authority: an entity that issues digital certificates

CBC Chipper Block Chaining: a Block chipper operating mode

CRACK Challenge/Response Authentication of Cryptographic Keys: an
authentication extension

DER Distinguished Encoding Rules: data encoding method.

DNS Domain Name System

DPD Dead Peer Detection

EAP Extensible Authentication Protocol, : a universal authentication
framework

ESP Encapsulated Security Payload: an operating mode of IPSec. May also
mean IP packet extension header used by IPSec.

FQDN Fully Qualified Domain Name

IKE Internet Key Exchange

IP Internet Protocol

IPsec IP security protocol

NAT Network Address Translation

pin-file Text formatted file containing policy information

PKCS#12 Public Key Cryptography Standards 12

pol-file Text formatted file containing policy parameters

PEM Base64 encoded DER certificate, enclosed between "-----BEGIN
CERTIFICATE-----" and "-----END CERTIFICATE-----"

PSK Preshared Key

RSA An algorithm for public-key encryption

SA Security Association: a set of parameters that define the properties an




active "connection" between IPSec or IKE peers

SIM Subscriber Identity Module: a removable smart card used for
identification

SHA-1 Secure Hash Algorithm: cryptographic hash function

UbDP User Datagram Protocol: one of the core protocols of the IP protocol
suite

VPN Virtual Private Network

vpn-file Zip-formatted file containing pin- and pol-files. Vpn-file can also contain

certificates, private key and PKCS#12 packet.




Installation

Nokia Mobile VPN Client Policy Tool can be installed by double clicking “Nokia Mobile VPN Client Policy Tool.msi”
installer file. The tool is built on .NET Framework 2.0 [.NET_FRAMEWORK] and the installer file will instruct how to setup

the framework.

After installation the tool can be launched from start menu-> All programs -> Nokia Mobile VPN Client Policy Tool.

Uninstallation

Nokia Mobile VPN Client Policy Tool can be uninstalled from Control Panel -> Add or Remove Programs.



Usage

The tool has two views wizard and advanced. When the tool is launched, the wizard view is shown. For most of the
parameters, the tool provides built-in help. Parameter specific tip box is displayed when user holds mouse over the
parameter field.

meneral Information Certificate duthor

Policy name | Test po| 1P address or FQDM of the WPR gatewary, }

YPM gateway address 1,234 Data |

Wizard view

Wizard view contains all mandatory parameters for policy creation. The purpose is for the user to be able to create a
working policy just by filling parameters shown in wizard view. It is not possible to generate a policy or move to
advanced view unless all mandatory parameters are given. For every policy mandatory parameters are policy name and
VPN gateway address. There are also other mandatory parameters depending on IKE authentication method.

2 Nokia Mobile VPN Ctient Policy Tool (=)

File Wiew  Help NDI(IA

teneral Information Certificate Authority

Policy name | Test_policy Format | EIN ™

VPN gateway address  |4.235.4 Data | [ca-l.cer [I]

IKE
IKE mode | IKEw1 main v
buthentication method | TKE-CRACK v
Identity type v
Identity value
Rermote ID type
Remote 1D

Ei P realm prefix

Silert CRACK
Username

Pazzword

Generate WP Policy




General Information

General Information box has fields for policy name and VPN gateway’s address.

reneral Information

Policy name | Test_palicy

WPN gateway address |1.2.3.4|

IKE

IKE box contains IKE parameters. Mandatory parameters are IKE mode and authentication method. Authentication
method has an effect on other mandatory parameters:
« If IKE-CRACK is selected as an authentication method, CA certificate information will become a mandatory
parameter.
» If PRE-SHARED is selected as an authentication method, Preshared Key will become a mandatory parameter.
« IfRSA_SIGNATURES is selected as an authentication method, CA and user certificate information will become
mandatory parameters. These parameters can be replaced by giving path to a PKCS#12 file.
« IFEAP_AKA or EAP_SIM are selected as an authentication method, EAP realm prefix and CA certificate
information will become mandatory parameters.

Identity type and value are optional parameters with IKEv1l. Identity type and value are optional parameters with
IKEv2 when PRE-SHARED and RSA_SIGNATURES authentication method is used. Remote ID type and remote ID are
optional parameters with IKEv2.

IKE

IKEmode |IKEwL rnain b
buthentication method | TKE-CRACK b
Identity type LY

Identity walue

Rernote ID type
Rernote ID

EAP realm prefis

Silent CRACK

Silent CRACK box is enabled when IKE-CRACK is selected as an authentication method. Silent CRACK parameters are
optional. If username and password are provided, they will be used in IKE authentication and user will not be asked to
give username and password.

Silent CRACK
Uzernarne

Paszword



Preshared Key

Preshared Key box is enabled when PRE-SHARED is selected as an authentication method. Preshared Key parameters are
mandatory when PRE-SHARED is selected as an authentication method.
Preshared Key
Format | STRIMG_FORMAT bl

ey

Certificate Authority

Certificate Authority box contains CA certificate information. Users can browse or drag&drop DER- or PEM-formatted
certificates into the box. If needed, the tool will rename the certificate into Mobile VPN Client supported form. For this
purpose the tool creates a temp directory which will be removed when the tool is closed. More CA certificates can be
added from advanced view. Certificate file must be in DER- or PEM-encoded X509.3 ASN.1 format.

Certificate Authority

Format | BIM L

Data | (d\ca_certder [:]

User Certificate

User Certificate box is enabled when RSA SIGNATURES is selected as an authentication method. When user certificate is
in binary format, paths to certificate and private key must be provided. User certificate box supports drag&drop
functionality. When binary format is used, other fields are disabled. Certificate file must be in DER- or PEM-encoded
X509.3 ASN.1 format.

Il=er Certificate
Certificate | Chuser-1.cer [:]

Private key | Chuser-Lkey [:]
subject DW suffix

RFCE2ZMAME (FODN)

Key length

If the User Certificate is already installed to the end device, certificate information can be given in text format. When
text format is used, Certificate and Private key fields are disabled.

lzer Certificate
Certificate

Private key

subject DN suffix
RFCS2ZMAME (FODM) |wpngwlnet|

Key length  |1024 v



PKCS#12

PKCS#12 box is enabled when RSA SIGNATURES is selected as an authentication method. It is assumed that PKCS#12
packet does contain user certificate and private key. In other words, when PKCS#12 file is provided, user certificate box
is disabled with some default values. VPN configuration (VPC) file can be provided with PKCS#12 packet.

PECSHLZ

FECS file | CAPECSLZ filepls [:]

VPC file | CIWPC filerpe

The tool will also assume that CA certificate is also provided inside PKCS#12 packet. This is why default CA certificate

information is inserted automatically. If the PKCS#12 packet does not provide CA certificate, the user must edit CA
certificate information manually.

f o

Default C4 certificate was created,
IF CA certificate is nok inside PKCS# 12 file modify Ca certificate information,

Certificate dutharity

Format | BIM v.

Data |ca-L.cer [D



10
Advanced view

When all the mandatory parameters have been given, the user can generate VPN policy or switch to advanced view by
click View -> Advanced view from the menu bar.

-4 Nokia Mobile VPN Client Policy Tool

File Wiews | Help
E| Advanced wiew
——

Policy name | Test_palicy

WP gateway address 1,254

IKE

Advanced view lets the user modify all possible parameters. Some of the parameters are set by default. User can

navigate through parameters by selecting nodes from the tree view. All the parameters provided by the tool are
specified in [POLICY_SPEC].

Information-node

Information node displays policy information.

<4 Nokia Mobile VPN Client Policy Tool M=

File View  Help N DI( I A

Information
IPzec
IKE
Certificates

Policy Infarmation

Mame | Test_policy
Version |10

Dezcription

I=suer name

lontact info

Generate Y¥PH Policy




SAs-node

One IPsec SA is created by default.

Infi ti
riormation IPzec 54 Parameters
= IP=ec
5 cis Marne
Test palicy 1 Encryption algorithm | apsi2a ™
+- Selectors =
+- IKE Hash algorithm | sHa1 “

+- Certificates
Remote identity

Perfect Forward Secrecy O o (%) OFF
Hard lifetime add time 3600 3 seconds

Hard lifetime use time (3600 : seconds
Soft lifetime add time (3600 $ zeconds

Soft lifetime use time 3600 ¢ seconds
Replay window length [0 3

[] Local port specific
[] Protocal specific

Source specific
[] Rremote port specific

New IPsec SAs can be added by right-clicking SAs node.

Information
= IPsec
= SI-'\--

Policy Inf

Add new IPzec SA

= Selectars
remaote
inbound
outbound

[z

=I-IKE

IPsec SA can be removed by right-clicking IPsec SA node. One IPsec SA will always remain.

“ 2 Hokia Mobile VPN Client Policy Tool

File Yiew  Help
o IPzec SA Para
= IPzec
= Shs
Test_1
Te
+- Select Mave up
+- IKE | Remove |Pzec SA
1 Certificates '|



IPsec SAs can be

rearranged by right-clicking IPsec SA node.

-4 Mokia Mobile VPN Client Policy Tool

File  “iew Help

Informatiarn
= IPsec
= Shs

Test_
Selectors
IKE
Certificates

Test 2

IPzec 54 Parameh

| Move up

Remove [Pzec 54

12
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Selectors-node

The tool creates bypass policy by default. This requires that remote, inbound and outbound selector. To create a “drop
all” policy provide only remote selector.

Information
IPsec Selector Parameters
= IPzec
= Shz Type |remote w
Test_policy 1 —
= Selectors Selector
BEBE tddress | 0.00.0
inbound
outbound MWetmazk  |0.0.0.0
+|- IKE .
+- Certificates IPsec 5A | Test policy 1 R

New selectors can be added by right-clicking Selectors node.

PGy LEeranen

=I- IPzec

= 3 ) MName
Test_policy_1
Test_policy 2 \Version

= selector
renl Add new IPsec selectar "’”
inboond
outbound

IPsec selector can be removed by right-clicking IPsec selector node. One IPsec selector will always remain.

[ L T R R TN ) | SR

= IPsec

= Shs Type |outhc
Test_policy 1
Test_palicy_2 Selector

= Selectors address
remate
inbound Hetrmazk
outhor—

2 TKE Remove IPsec selector




IKE-node

Some of the IKE parameters are set by default. IKE mode and authentication method cannot be changed from advanced
view. General-tab contains common parameters from IKEv1 and IKEv2. IKE version specific parameters can be edited
from their own tabs. If authentication method is Preshared Keys or silent CRACK, related parameters have their own

tabs.

Information
=I- IP=ec
= Shs
Test_policy_1
= Selectors
remote
inbound
outbound
—|- IKE
+- Proposals
+- [ertificates

Identity type
Identity walue

DWS server IP address

Gereral |IKEwl | IKEwZ | PSK [R&CK
Reneral IKE Parameters
IKE rode
dathentication method
WPM gateway address  |1.2.3.4

send notification [ TRUE

Perfect forward secrecy

Initial contact | TRUE

Ize internal addressing | TRUE

DPD heartbeat (90

WAT keepalive &0

Fekeying threshold (%0

ExP UDP port |0

4|¥

4|¥

(ert store | USER

W

zeconds
zeconds

o

b



IKE proposals-node

By default, one IKE proposal is added.

Information
IKE Propozal Parameters
=I- IP=ec
= Shs Encryption algorithm | AES125-(EC v
Test_policy_1 —
= Selectors Hash algorithm | cHaq —
remote :
inbiound DAKLEY group  |MODP_1024 >
ke outbound Pzeudo randorn function | Same as used in hash algaorithm V
=I- Proposals Lifetirne in kbytes |0 £
MES1ZE-CBL

Lifetime in seconds  |@6<400

[

£ [ertificates

New IKE proposals can be added by right-clicking Proposals-node.
FARNNESIRER[-RNL IR}

+- IPzec

= IKE Gemeral TKE Parameters

Gereral |[gEvi | IKEwZ | PS

=I- Propo,
AE | idd new TKE proposal IKE made

#- tertificates buthentication method

YPH gateway address

Identity type

IKE proposal can be removed by right-clicking IKE proposal node. One IKE proposal will always remain.

I IR

= IKE DAKLEY group
= Propozalz .
AEC126-CRC Pseudo random function
- AEST28-C Mave up bytes
+- Certificates
Remowve IKE propozal onds

1

IKE proposals can be rearranged by right-clicking IKE proposal node.

= IKE OAKLEY grow
) Pmlfégl.lsza_cat Pseudo randaorn functi
AES128-CRC it e

+- Certificates bove Lp

Remove IKE propozal joe
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CAs-node

The first CA certificate under CAs-node is the one that is shown in wizard view. If needed, the tool will rename the
certificate into Mobile VPN Client supported form. For this purpose the tool creates a temp directory which will be
removed when the tool is closed. Certificate file must be in DER- or PEM-encoded X509.3 ASN.1 format.

-4 Nokia Mobile VPN Client Policy Tool =)

File Wiews  Help N DI( I A

Information
= IPzec

= 5hz
Tezt_palicy_1

= selectors Data | Cilca-L.er [:]
remate
inbound
outbound

Certificate authority

Format | BIN ™

—I-IKE
=I- Propozalz
AES125-CEBL
= Certificates
= L=
BIN
Izer certificates

New CA certificates can be added by right-clicking CAs-node. When Preshared Key is used as an authentication method,
CAs cannot be added.

Information ) ,
Paolicy Information
+- IPzec
+ IHE. Nare
= [ertificates
—-|Chz Yersion
| Add new C8 certificate -
cription
gt

CA certificate can be removed by right clicking CA certificate node. One CA certificate will always remain.

 IPsec Lertificate SUTOOTITY
= Shs
Test_policy 1
= Selectors Data  |C4_MAME
remate
inbound
outbound

Format | MiME v

—I-IKE
= Proposals
AES1Z5-(BC
=I- Certificates
= Az
EIM
NAME
—|- User I:1L Rernowe (A certificate
EI T
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User certificates-node

User certificate is added from wizard view based on IKE authentication method. User can only modify user certificate
information from advanced view. Only one user certificate is supported. If needed, the tool will rename the certificate
and the private key into Mobile VPN Client supported form. For this purpose the tool creates a temp directory which will
be removed when the tool is closed. Certificate file must be in DER- or PEM-encoded X509.3 ASN.1 format.

-4 Nokia Mobile VPN Ctient Policy Tool =)

File Wiews  Help N DI( I A

Information
= IP=ec

= Shs Certificate | Cuser-Lier [I]
Tezt_palicy_1

= selectars Private key | C\user-Lkey [I]
remate
inbound
outbound

IIzer Certificates

Subject DN zuffis

- RFCEZ2MAME (FODN)

=I- Propozals Key length

AES125-CEBL
= Certificates

= L=
BIN
MN&ME

= Uzer certificates
BIN
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Intermediate CAs-node

Intermediate CA certificates are managed under this node. If needed, the tool will rename the certificate into Mobile
VPN Client supported form (*-iCA-*.der/cer). For this purpose the tool creates a temp directory which will be removed
when the tool is closed. Certificate file must be in DER- or PEM-encoded X509.3 ASN.1 format.

4 Nokia Mobile VPN Client Policy Tool M=
File  ‘Wiew Help NOKILA
|rfarmation :
& IPzec Irtermediate CA&
[+ [KE : :
o Certficates File |C:hcaced D
- Chz

|- Uzer certifizates
|- Intermediate Chs
iCa,

[+

New intermediate certificate is added by right clicking the Intermediate CAs-node.

Cés Yersion (1.0
|Jzer certificates

Intermedizgkatt
i | Add new intermediate Co

Dezcription

Intermediate CAs can be removed by right clicking the certificate node.

= Intermediate Casz |
i

Femove intermediate CA
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Using templates

User can load policy- or vpn-files to the tool by clicking File -> Load or using drag&drop functionality. Loaded files are
meant to ease the policy generation. Policy files provided by the tool contain all mandatory parameters and user has to
fill only parameters that cannot be known beforehand. When policy is loaded, IKE mode and IKE authentication method
cannot be changed. Loading is enabled when wizard view is active.

4 Nokia Mobile VPN Client Policy Tool

File Wiews  Help
| Load | Certificate duthority
Clear Al lpalicy Format | BIN ™
Exit i
4 Data |[dca-Loer
IKE zer Certificate

If vpn-file is loaded in, all certificates, private key, vpc- and PKCS#12 file inside the vpn-file are copied into the temp
directory. The temp directory is removed when the tool is closed.

Generating VPN policy

VPN policy can be created by clicking Generate VPN Policy button or File -> Generate VPN Policy from the menu bar.

-4 Nokia Mahile VPN Client Policy Tool =)

File YWiew  Help N DI( I A

| Generate Y PH Palicy |
Load [ertificate dutharity

Clear &l polic Forrnat | BIM v

Exit 1
: 4 Data | [dca-Leer E]

IKE

IKE mode  |TKEwL main V

suthentication method | TKE-CRACK ™

The tool will create .vpn-file which can be transferred to the end device and installed by Mobile VPN client. See
[MVPN_USER_GUIDE] for more details..
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Clearing All

To erase all inserted data and start again from scratch, click File -> Clear All. This will also delete files from temp
directory.

N

-4 Nokia Mobile VPN Client Poticy Tool =)<

File Wiew  Help N DK I n
Generate WPH Policy
Load Certificate suthority
Exit
: 4 | [rata |[:'|,ca-1.u:er |
IKE Izer Certificate

Policy Tool version

To see which Policy Tool version you have, click Help -> About from the menu bar.

o —
& About 4 Nokia Mobile VPN CliengPoli

File Yiew | Help

Maokia bMobile WP Client Palicy Tool

Aba

Yerzion 1.0 General |

Copyright [C] Mokia 2008 Palicy name

All rightz rezerved.
d WM gateway address
NOKIA —

IKE
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